Konfiguracja klienta ssh i sftp

Pawel Pasteczka

27 lutego 2019

1 Program PuTTY

Program pobieramy ze strony https://www.chiark.greenend.org.uk/ sgtatham/putty/latest.html

Rysunek 1: Pojawi sie taka ikona



ﬁ PuTTY Configuration

Categaory:
=- Sgssjnn Basic options for your PUTTY session
& _l_i"" L.nglging Specify the destination you want to connect to
Tﬂl‘:;:fbnard Host Name (or [P address) Port
. Bell im-student up krakow pl 22
- Features Connection type:
=- Window (ORaw (O Telnet (O) Rlogin (@ SSH (O Serial
?;Eealrance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours :
Default Settings
[=- Connection —
Data Sa\re
s Pmﬂl’
. Telnet Delete
H_lngin
+- 55H
- senal Close window on exit:
() AMways () MNever (@ Only on clean exit
About Open Cancel

Rysunek 2: wpisujemy w pole Host Name adres im-student.up.krakow.pl




ﬁ PuTTY Configuration

Categaory:
=- Sgssjnn Basic options for your PUTTY session
& _l_i"" L.nglging Specify the destination you want to connect to
Tﬂl‘:;:fbnard Host Name (or IP address) Port
. Bell im-student up krakow pl 22
- Features Connection type:
=- Window (ORaw (O Telnet (O) Rlogin (@ SSH (O Serial
?;Eealrance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Salection IM-Student]
- Colours . T
Default Settings
[=- Connection —
Data Sa\re
s Pmnl’
. Telnet Delete
H_lngin
+- 55H
- Senal Close window on exit:
() AMways () MNever (@ Only on clean exit
About Open Cancel

Rysunek 3: W pole Saved Sessions wpisujemy IM-Student




ﬁ PuTTY Configuration

Categaory:
=- 533551::r1 Basic options for your PUTTY session
& _l_i"" L.nglging Specify the destination you want to connect to
Tﬂl‘:;:fbnard Host Name (or IP address) Port
. Bell im-student up krakow pl 22
- Features Connection type:
=- Window (O Raw () Telnet () Rlogin (@ SSH () Serial
?;Eealrance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Salection IM-Student
- Colours :
Default Settings
=) Connection IM-Studernt —
Data Saue
s Pmnl’
. Telnet Delete
H_lngin
+- 55H
- senal Close window on exit:
() AMways () MNever (@ Only on clean exit
About Open Cancel

2 Pierwsze logowanie

Rysunek 4: Klikamy Save




ﬁ PuTTY Configuration

Categaory:
=- Sgssjnn Basic options for your PUTTY session
& _l_i"" L.nglging Specify the destination you want to connect to
Tﬂl‘:;:fbnard Host Name {or [P address) Port
. Bell im-student up krakow pl 22
- Features Connection type:
= Window (O Raw (O Telnet () Rlogin @ 55H () Serial
?;E:j:ﬂ:e Load, save or delete a stored session
- Translation Saved Sessions
- Salection IM-Student
- Colours -
Default Settings
& Connection rsudent
Data Sa'u'e
s Pmnl’
. Telnet Delete
H_lngin
- S5H
- senal Close window on exit:
() AMways () MNever (@ Only on clean exit
About Open Cancel

Rysunek 5: Klikamy dwukrotnie na IM-Student (moze pojawié sie pytanie czy ufamy serwerowi,

wtedy klikamy Yes)




im-student.up.krakow.pl - PuTTY - O d

Rysunek 6: Pojawi sie logowanie

im-student.up.krakow.pl - PuTTY — O X

Rysunek 7: Wpisujemy login ( S+nr_indeksu)




im-student.up.krakow.pl - PuTTY - O d

Rysunek 8: Wpisujemy hasto ktore otrzymaliémy mailowo (nie wyswietlaja sie *****| nie dziala

backspace, w przypadku gdy sie pomyliliémy zamykamy okno, uruchamiamy program ponownie i
wracamy do Rysunku 5)

im-student.up.krakow.pl - PuTTY — O X

Rysunek 9: Wpisujemy ponownie hasto ktore otrzymalismy mailowo (nie wyswietlaja sig *****
nie dziala backspace, w przypadku gdy sie pomylilismy zamykamy okno, uruchamiamy program

ponownie i wracamy do Rysunku 5)



E® im-student.up.krakow.pl - PuTTY - O d

Rysunek 10: Wpisujemy swoje wlasne haslo i zatwierdzamy enterem (nie wyswietlajg sig *****

nie dziata backspace, w przypadku gdy sie pomyliliSmy zamykamy okno, uruchamiamy program
ponownie i wracamy do Rysunku 5)

E® im-student.up.krakow.pl - PuTTY — O X

Rysunek 11: Wpisujemy ponownie swoje wlasne hasto (w przypadku pomylki procedura jak wyzej)
po wecisnieci enter program wyswietli informacje o zmianie hasta i program zamknie sie automa-
tycznie.






3 Zwyczajne logowanie

#® PUTTY Configuration X
Category:
E- Sgssion | Basic options for your PuTTY session |
5 _l_E"" I_.og:_:jing Specify the destination you want to connect to
Tﬂl;::board Host Name (or IP address) Port
- Bell |im-student.up.krakow.p| | |22 |
- Features Connection type:
= Window (JRaw (O Telnet () Rlogin @ S5H () Serial
:;;;.::ea.rance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection [IM-Student |
- Colours -
Default Settings
£ Connection T —
-+ Data Save
- Proy
- Telnet Delete
- Rlogin
- 55H
- Serial

Close window on exit:
(O Mways (O MNever  (® Only on clean exit

Rysunek 12: Otwieramy program ponownie i klikamy dwukrotnie w IM-Student
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im-student.up.krakow.pl - PuTTY - O d

Rysunek 13: Pojawi sie znane nam okno

im-student.up.krakow.pl - PuTTY — O X

Rysunek 14: Wpisujemy login i zatwierdzamy enterem
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im-student.up.krakow.pl - PuTTY - O d

Rysunek 15: Wpisujemy nowe hasto i zatwierdzamy enterem

5999993@im-student: ~ - O *

Rysunek 16: Powinien wyskoczy¢ tekst a w ostatnie] linijce login@im-student:~ $. Oznacza to, ze
instalacja i konfiguracja PuTTY zostata ukoriczona.
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4 Instalacja WinSCP

Porgram jest dostepny do pobrania na stronie https://winscp.net/eng/docs/lang:pl, bardziej
szczegdtowo https://winscp.net/eng/download.php. Instalacja przebiega standardowo, jak na

rysunkach ponizej
B, Setup - WinSCP
License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

If'ou can also review this license and further details online at: ~
https: /iwinscp.net/fena/docs license

A. GNU General Public License
B. License of WinSCP Icon Set
C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <https:/fwww.fsf.orgl/>
Everyone is permitted to copy and distribute verbatim copies of this license w

Rysunek 17: Zaczynamy od przeczytania i zaakceptowania warunkéw licencji

B, Setup - WinSCP

Setup Type
What type of setup do you want?

(®) Typical installation (recommended)

-installs to default destination
-installs all components
- enables most typical features

() custom installation

- allows full selection of destination, components and features

Help < Back Cancel

Rysunek 18: Typ instalacji — najprosciej wybra¢ Typical instalation
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B, Setup - WinSCP — X

Initial User Settings
Flease, select your preferred user interface options.

User interface style

(®) Commander - two panels (left for local directory, right for remote
directory)
- keyboard shortcuts like in Norton Commander (and other
similar programs as Total Commander, Midnight

Commander...)
-drag & drop toffrom both panels

() Explarer - only remote directory
- keyboard shortcuts like in Windows Explorer

E’ -drag & drop
HH

Help < Back

Rysunek 19: Wybor miedzy widokami — mozna wybraé¢ swoj ulubiony

B, Setup - WinsSCP - b4

Ready to Install
Setup is now ready to begin installing WinSCP on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files (x86)\WinSCP

Setup type:
Typical installation

Selected components:
WiInSCP application
Drag & drop shell extension (gllows direct downloads, may reguire restart)
Pageant (55H authentication agent)
PuTTYgen (key generator)
Translations

Help < Back Install Cancel

Rysunek 20: Klikamy install
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B Setup - WinSCP

Donate

[ Launch winscr
[l Open Getting started page

19

Donate $43

About donations

Click Finish to exit Setup.

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer, The
application may be launched by selecting the installed
shortcuts,

Flease consider donating to support WinSCP development.
Donate §3

— L —
B v i o

Rysunek 21: Uruchamiamy program

By winscp — u]
- Local Mark Files Commands Session Options Remote Help
SRR EE 3 Synchronize | B o |[F] id8% | 53 Queue +  : Transfer Settings Default - -
i Mew Session
- 5] My documents M o 0 2 | @ Find Files | B
By Login — X
Upload - | [ Edit ~ 3 5 B Mew - :
CAUsers\cookig\Documents), S New site Session
~ .

Name Size Ezrmems Rights Owner
e -

Save session as site ? x Port number:

=]

Site name:

5999998 @im-student. up. krakow.pl | 3

Folder:

-] Advanced... |v
Save password (not recommended)
[ Create desktop shortcut
[oc | coml  vep
Tools v| | Manage ¥ Lom |V|| Close H Help
T

OBof0BinOof 0 4 hidden

Mot connected.

Rysunek 22: Wypelniamy odpowiednie pola jak na rysunku i klikamy OK i Login
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B

im-student.up krakow.pl - Wir

O
Local Mark Files Commands Session Options Remote Help
{E} @ Queue ~ Transfer Settings Default = § <
(] 5909908@im-student.upkrakow.pl [ MNew Session
My documents < E Q l% DD DD
Fcf MNew » - H Download - Edit ~ 3 ﬁ’ Mew -
CA\Users\cookie\Dacuments), Warning ? x
Name Size Type . . . anged Rights Owner
Continue connecting to an unknown server and add its
. Parent direct]
host key to a cache?
The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.
The server's Ed25519 key details are:
Algerithm: ssh-ed25319 256
SHA-256:  ChidmaYzwsoe2s1Weljs8050170h0kNk59+K1g615fk=
MD3: 0a:b9:34:c8:38:85:39:30: be:ObzeT:66: 1f:d0:32:83
If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.
Copy key fingerprints to dipboard
Yes |V Mo Cancel Help
T
OBof0Bin0of 0 4 hidden
Not connected.
Rysunek 23: Pojawi sie¢ pytanie czy ufamy serwerowi — klikamy Yes
& 5 im-student.up krakow.p — [m]
Local Mark Files Commands Session Options Remote Help
3 [ Oueve +  © Transfer Settings Default - i
[1] 5999998@im-student.up.krakow.pl [ New Session
My documents - g Q l% B =
B New - £ New -
Ch\Users\cookie\Documents\
~ .
Mame Size Type Password - 5899998 @im-student.up. krakow.pl X | Size Changed Rights Qwner
e -

Parent directory

Searching for host...

ﬁ Connecting to host...
Authenticating...
Using username "5999998",

Password:

Cancel Help

0BofOBin0of 0

Not connected.

4 hidden

Rysunek 24: Wpisujemy wybrane przez siebie hasto
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& Documents

n-student.up.krakow.pl - Wi - O X
Local Mark Files Commands Session Options Remote Help
[ £ 53 Synchronize Bl o [ (@& S Queue - Transfer Settings Default -
[ 5999998@im-student.up.krakow.pl G New Session
My documents = o= - o % 5999998 - 0 2 & FindFiles | Py
7 New - Edl Download + [} Edit - 3¢ = Properties ] Mew - =
C:\Users\cookie\Documents\ /home/5999998/
Name . Size Type Changed Name . Size Changed Rights Owner
L Parent directons 11/26/2018 5:01:51 PA 4 2/27/2019 :41:41 AM PUWXT-XT-X root
5] Dokument .t OKB  Text Docyl Upload ? XO201310:3840PM rwsexrx 5999993
Upload file 'Dokument. txt' to remote directory: /2018 10:39:31 PM erere- 5999998
E -
Transfer settings
Transfer type: Binary
[ Transfer in background (add to transfer queus)
Transfer settings... |' Cancel Help
Do not show this dialog box again
OBof0Bin1of1 4 hidden 18Bof 18Bin1of2 6 hidden
& sFTP-3 0:00:40

Rysunek 25: Pojawia sie okna z dwoch stron : lokalne (zaczynajace sie od C:) oraz zdalne (opisane

jako /home/S....)

& 5999998 - 5999998 @im-student.up.krakow.pl - WinSCP

- O X

Local Mark Files Commands Session Options Remote Help

[ 2 E3 Synchronize Bl o | [ @ ) Queue - Transfer Settings Default - -

[ 5999992@im-student.up.krakow.pl G New Session

My documents © g 4= - m lf E.‘ﬁ 5999993 - g . m l% @ Find Files E.‘c,

4 New - |§ Download » [ Edit = 3¢ é Properties [ Mew -
Ch\Users\cookie\Documents\ home/5999998/
~ ~

Name Size Type Changed Name Size Changed Rights Owner

. Parent directory 2/27/2019 8:17:25 AM . 2/27/2019 &41:41 AM XTI root
D Dokument.txt OKB Text Document 2/27/2019 9:17:03 AM public_html 12/13/2018 10:38:40 PM PUWXT-XT-X 5999998
[ README 1KE File 12/13/2018 10:3%:31 PM =] Dokument.bit 0KB  2/27/2019 9:17:03 AM 5999998

EADM| 1KB  12/13/2018 10:3%:31 PM 5999993
OBof18Bin0of 2 4 hidden 0Bof 18Bin0of3 & hidden
& sFTP-3 0:03:09

Rysunek 26: Pliki wysytamy i pobieramy albo przy pomocy przyciskow Upolad/Download (zaraz
nad oknami) albo przeciagajac plik miedzy oknami
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